()
JPCERT

JPCERT 8@



JPCERT/CC

« Japan Computer Emergency Response Team
Coordination Center

. (Emergency) (Response)
« 1996 10
e 1992
e« 2003 3
. (’98) FIRST CSIRT
. POC( ) CSIRT

- 2004 /7 8

JPCERT @@



JPCERT/CC

JPCERT @@



JPCERT/CC

2000

http://www.jpcert.or.jp/stat/reports.html -

1800 =

1600

1400

1200 —1 [

1000 ] —1 [

800 = -
600 | —
400 |

200

OZHDDHHHHHH

96/10- 97/04- 97/10- 98/04- 98/10- 99/04- 99/10- 00/04- 00/10- 01/04- 01/10- 02/04- 02/10- 03/04- 03/10- 04/04- 04/10-
96/12 97/06 97/12 98/06 98/12 99/06 99/12 00/06 00/12 01/06 01/12 02/06 02/12 03/06 03/12 04/06 04/12

JPCERT @@



CERT/CC

|
160,000
http://www.cert.org/stats/cert_stats.html

140,000 —

120,000 -

100,000 T

80,000 —

60,000 -

40,000 =

20,000 -

0 :::II:II:IDDHH

1988 1989 1990 1991 1992 1993 1994 1995 1996 1997 1998 1999 2000 2001 2002 2003

JPCERT @@



JPCERT 8@



2003/11-2004/03
IPA (

2004/04-05

2004/07

EFFrr A3
OA—JL Tk

O IL—F%F
oos

Wi 2T LER I
BiguESh—pk
014% @21 LALE B

BT

O14%

B 24 VI T B &R OE AR

DUORY A R2T Tl

mi% o1%
[ k] mit DARENATA—ERORF T
LK e L] O iSO A
O4% O77 A LG4
Wiyl BEOTE
BSQLAT Ak A i P iegts

BA—ILDE =D
BT AL s S i—4 L
WA AT —F D
LB Joti]

3%

E 31 oxd7fir—iavtBT iREmatiEo o BEN AR

2004

JPCERT



JPCERT/CC ( )

JPCERT @@



JPCERT @@



@Q@

A

@O & @

JPCERT @@



JPCERT/CC

CERT/CC
NISCC

O
-

JPCERT @@




JPCERT/CC

e http://jvn.ip

JPCERT @@


http://jvn.jp/

JPCERT/CC

e JPCERT/CC
« JPCERT/CC

. POC

http://www.jpcert.or.jp/form/poc.txt
« JPCERT/CC POC
. POC
« JPCERT/CC
- JPCERT

JPCERT @@



JPCERT/CC

JPCERT @@



JPCERT @@



JPCERT/CC

| CSIRT IPA | JPCERT/CC |

JPCERT @@



JP Vendor Status Notes

Home

.;.._’-*:'I?-Q* Google

Last updated; 13:21
2004/11/30

JVN Ei Topics
YN - P B 2004%07808H EB:EFEEFJ?E
VN -CERT/CC B 2004%07 5208~ : MESs{EIE(E = (BTBLELRE)
VN - NISCC
TRnotes Vendor Status Notes — JP =
AR JYN#T7CO208F1: Becky! Internet Mail lo &1+ 25/ MIME OB £ BIFICRSEE
‘ “ [2004/11/25 093:00]
PSS 1 + JVN#B410AB3F: Shuriken Pro3 @S/MIMERSETE & B IcFrom 7 K L 24t
JPCERT/CC C REEERLW [2004/11/22]
ISDAS gy JYN#F8BC2C13: desknet's |- iE551%E(JVN#BIDE201 4 DA IEEEM)
|r-‘,ex‘x|5EL:w [2004/11/16]
%;C—E \Vendor Status Notes — CERT/CC %
CVE B JVYNTAO4-315A: Microsoft Internet Exploreric/Cy 7 7 —/1— 20—
[2004/11/28 14:02]
« JVNVU#457622: Samba QFILEPATHINFC @Bz /(v Z pA—/{—7 0 —
|JPCERT-| [2004/11/28 14:02]
| |pA | JVNVU#S57062: CUPS e TA—HFAY» RMEEIY O 7 F 1 ILIcEXTEES
“ h3 [2004/11/22]
Vendor Status Notes — NISCC E
MNISCC-380375: MIME 1287 2 #0351 [2004/11/30 14:00]
MNISCC-190204: Timbuktu for Mac OS X lc&F 2 8E351F [2004/11/25 10:00]
NISCC-841713: Hummingbird 34T 85514 (2004/11/12]
r
Status Tracking Notes [oEX I v
= E—

17



JPCERT 8@



CERT/CC

629

JPCERT @@



TOP 20

keyword (629 ) (629 )
(Vendor )
1 |Microsoft 194 194 43.89% 43.89% 30.84% 30.84%
2 |Cisco 35 229 7.92% 51.81% 5.56% 36.41%
3 |Oracle 34 263 7.69% 59.50% 5.41% 41.81%
4 |IBM 23 286 5.20% 64.71% 3.66% 45.47%
5 |Sun 23 309 5.20% 69.91% 3.66% 49.13%
6 [Hewlett Packard 17 326 3.85% 73.76% 2.70% 51.83%
7 |Apple 9 335 2.04% 75.79% 1.43% 53.26%
8 [SGI 8 343 1.81% 77.60% 1.27% 54.53%
9 [|Symantec 7 350, 1.58% 79.19% 1.11% 55.64%
10 [Real Networks 7 357 1.58% 80.77% 1.11% 56.76%
11 |CheckPoint 5 362 1.13% 81.90% 0.79% 57.55%
12 |Yahoo 5 367 1.13% 83.03% 0.79% 58.35%
13 [Gaim 4 371 0.90% 83.94% 0.64% 58.98%
14 |IPSWITCH 4 375 0.90% 84.84% 0.64% 59.62%
15 |Alcatel 4 379 0.90% 85.75% 0.64% 60.25%
16 |Network Associates 4 383 0.90% 86.65% 0.64% 60.89%
17 |AOL 4 387 0.90% 87.56% 0.64% 61.53%
18 |[phpBB 3 390 0.68% 88.24% 0.48% 62.00%
19 [Trend Micro 3 393 0.68% 88.91% 0.48% 62.48%
20 |Macromedia 2 395 0.45% 89.37% 0.32% 62.80%
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TOP 20

No Keyword
1 |Windows 69 69 8.88% 8.88%
2 |Internet Explorer 47, 116 6.05% 14.93%
3 IS 24 140 3.09% 18.02%
4 JI0S 21 161 2.70% 20.72%
5 [Solaris 18 179 2.32% 23.04%
6 |Oracle Application Server 16 195 2.06% 25.10%
7 |BIND 15 210 1.93% 27.03%
8 |SQL Server/MSDE 14 224 1.80% 28.83%
9 |Oracle Database Server 14 238 1.80% 30.63%
10 [Instant Messenger 14 252 1.80% 32.43%
11 [Lotus Domino/Notes 13 265 1.67% 34.11%
12 |Kerberos 13 278 1.67% 35.78%
13 |SNMP 10 288 1.29% 37.07%
14 [FTP 9 297 1.16% 38.22%
15 |OpenSSL 8 305 1.03% 39.25%
16 |OpenSSH 8 313 1.03% 40.28%
17 |Mozilla 8 321 1.03% 41.31%
18 [IRIX 8 329 1.03% 42.34%
19 |ActiveX 8 337 1.03% 43.37%
20 |Windows 2000 7 344 0.90% 44.27%
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DVD Player/Recorder
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0000000000000 |
Application

Streaming |Windows Media Player, Real Player, EMMS, Open MG X

Digital Rights Management WM-DRM, Helix DRM, EMMS, UDAC-MB,
Content Protection OpenMG/Magic gate ShellRights

Image: JPEG, GIF, TIFF, PNG

Media Transports | Music: AAC, MP3, TwinVQ, LPCM, WMA || MPEG-21

Video: MPEG-1/2/4/7, H.264, DivX, WMV __ || ATRAC3

Media Transports HTTP

Appliance Control ECHONET, HAVi

Device Discovery UPNP Arch v1
and Control

Network Protocol IPv6

, IrDA, Bluetooth, Ethernet,

Physical Network Wired802.3u, Wireless 802.11 a/b/g, IEEE1394

oS Linux, ITRON, VxWorks, Windows

Device Driver
CPU CPU
LSI/Device I/F LSI
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0S Linux: montavista, CELF*
ITRON:

Symbian: Symbian
PalmOS: PalmSource (

)

Windows Mobile: Microsoft

Flash: Macromedia
Java: Aplix JBlend, Sun MIDP*
BREW: QUALCOMM

NetFront: ACCESS
Opera: OPERA Software

VM, Browser
[Java, Flash] [NetFront, Opera]
[BREW]
oS oS
[Symbian, py ITRON, Linux] [u ITRON, Symbian]
=== === mmmm e mmmmmmm—— g mmmmmmmmmmmmmm e mm— e — = fmmmmmmmmmmmm

I
1
: HW
[}

_______________________________________________________________________________________
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os Linux: montavista, CELF*

ITRON: ; , NEC,
T-Engine*

VxWorks: WIND RIVER

Windows Embedded/CE: Microsoft
PalmOS: PalmSource

FreeBSD

Java: Sun , Aplix JBlend, ACCESS JV-Lite

Windows Media Video: Microsoft

NetFront: ACCESS
Opera: OPERA Software
Mozilla: Mozilla

HTTPD Browser VM
[Samba] [NetFront, Opera, Mozilla] [Java] [WMV, mpeg2/4, DivX]

oS
[Linux, ITRON, VxWorks, WindowsCE, FreeBSD, Palm]

CPU
[ARM, MIPS, x86, SH, etc]

_____________________________

DSP
(Multimedia )

_____________________________

HW
( , Bluetooth, IrDA, SD)

_____________________________
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