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The fundamentals: SCSI
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SCSI-1/SCSI-2

o FOURIR—KINTGUILAUARA—T AR
F=ITZEELTUL -
o RIZHIEHY
o SIEILHEELLY
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SCSI-3

o SCSIFRIEMN D EIZINT-
o TNARKFATYUR (TA4RY . T—T%)
o HBIAT UM (T/INA ADIELRIZIEEKTE)
o NS RKR—F

o NSLIAA—TA AL DEEN
o FLEMLEAA—T A AT DIEFE
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SCSI-3 Architecture

SCSI Block Reduced SCSI Stream SCSI Media Mulii-Media SCSI Controller
Commands Block Commands Changer Commands Commands Commands
(e.g., disk drive) Commands (e.g., tape drive) (e.g., jukebox) (e.g.. DVD) (e.g., RAID)
(SBC, 5BC-2, (e.q., disk drive) (55C, 55C-2, (SMC, SMC-2, SMC-3 (MMC, MMC-2, MMC-3, (SCC-2)
SBC-3) (REC, REC AM1) S8C-3) MMC-4, MMC-5,MMC-6)
| I | ] |
SCS?:eEn_-::Insure Object-Based Bridge Controller Automation Drive
SES EE?JSLM1 Storage Device Commands Interface — Commands
( ! ! (05D, 0SD-2) (BCC) (ADC, ADC-2)
SES-2)
|
Primary Commands (for all devices)
(SPC, SPC-2, 5PC-3, SPC4)
|
Architecture Model (SAM, SAM-2, SAM-3, SAM-4)
|
[ I I I [ I | ]
sSCsl Serial Bus Fibre SSA SCSI
Parallel Protocol Channel SCSI-3 RDMA iSCSI
Interface (SBP-2, 5BP-3) Protocol Protocol Protocol
(SP1-2, SPI1-4, (FCP, FCP- (SSA-53P) {SRP, SRP-2)
e 2, FCP3, Serial Automation
B Tiead b S, | Attached Drive
e scsl Interface —
s atrécahr"i‘;:" 55A-TL2 (SAS, Transport
- T SAS1.1, Protocol
reports (SDV, Fibre X
SAS-2) (ADT,
PIP, 35M, Channel SSAPH1 or InfiniBand I ADT-2)
SSM-2, EPI) IEEE 1394 (FC) SSAPH2 (tm) =

http://www.t10.0rg/scsi-3.htm
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Storage meets Network



Storage Area Network (SAN)

o NSLIIT—TILORDYICEEGAA—OFR
I AiTEED
o KEJMGAF—TIA(RX
e Fibre Channel Protocol (FCP)
e Fibre Channel

e Internet SCSI (iISCSI)
e Ethernet, ISCSI HBA

e SCSI RDMA Protocol (SRP)
e RDMA-capable interface (Infiniband, RDMA NIC)
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Network Attached Stoarge:
NFS, CIFS, etc

e NAS

o J7AILLAN)LDTORIIL
o J7AIVERL. TALORIERL. 77 AILERAEY . etc
o VAT NI EDI7FAIL AT LEES
e SAN
e JOvOLAN)LMOTORIL
o TUAEE0EMDI6EIFHT. etc
o VAT UMI. WD IFAIN AT L, T—ER—
AREFDFEFEFED
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SANF| FA1: NAS head
o NASH—/\DT 4 A ELTSANZFES

SAN
Client
o u|:||
: UI;“ W\ SAN Switch
= NAS head Disﬁray
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SANF|F512: High Availability

o BHHDKRRAFT—DMDisk array%
o RENR-FHR

SAN

H 5

LAN Switch

Disk array
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SANF|FR513: Storage Pool
o VDIATUMIEESAND TARIZEFED

[m] .-.UI;“ / o .
SAN Switch
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SANFIRBH4: T4 HFRZ)H/N
1)

o SANDTARY to TARYD)E—FIT7—

)
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What’s 1ISCSI?



iISCSIHFEFZ2 AAR—KIZTCP/IP
#{ELVSCSIavT U RFESN

Device Type Block Stream Multi-Media| | Controller
Specific commands Commands | | Commands| | Commands
Command sets (disk) (tape) (CD, DVD) (RAID)

SCSI Primary command set (for all device types)

Transport Interlock Fibre RDMA .
Channel ISCSI
Protocols Protocol Protocol
Protocol
Interconnects Parallel Fibre InfiniBand TCP/IP
Interface Channel
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. iISCSINNE=>F=D M ?

e Fibre Channel (FC)HSAN® = G fiT
o N—Fx7 (FC HBA, RAYF ., RkL—)
AN i

ZTENDEN=HFHIARE

o FCOD’
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{7 IPFflTZ {5 DSAN - iSCSI

o FF1
e EthernetAA/\—KF 7 L&Y
e TCP/IPX>EthernetD & (£ %L
o IREEMDHIRHVELY
o MMDFRRIFIPHIMEDEMMNE S
o H RN
e 20054iSCSITH15(E£130%4#i5 K (3K1DC)
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The basics of 1ISCSI



Sessions and Connections

DS5AT 2k iSCSItw gy H—/\
N Tcrarssay S
L \ ) TCPafS 3y g
Initiator 4
TCPaxRy> 3 Target

ISCSItzwiay

o vyl a k. SCSI—TJJLIZAR Y
o — DL EDaARYLIERE
o AV FDELEIEEILTFoNS
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ISCSI7—FT O F v

ISCSI Client (Network Entity)

Initiator (iISCSI node)

iqn.1996-08.jp.co.ntt:client.157e6572bd

10.1.30.4 10.1.40.6
Network Portal NIC NIC Network Portal
Network Portal NIC NIC Network Portal

10.1.30.21:3260

10.1.40.3:3260

Target (iISCSI node)

Target (iISCSI nqde)

Ign.1997-06.com.ntt:server.disk.0902

ign.1997-06.com.ntt:server.disk.a032

ISCSI Server (Network Entity)

SACSIS2006- FUJITA Tomonori
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ISCSI7—FT7F~

e ISCSI Entity (client, server)

e Network Portal (IP network address)z—"2
LLEFEFD
e iSCSI Node (initiator, target)Z—DLL E#¥
>,
e Globally uniqueZz & B Tk Al S5
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ISCSI/ = T—RK54 /N

® J‘Er‘l%‘l O)SCSI H BAO) I: Application i
5/{/ ‘\0) _$E File System
e HBATIJ7ZE<TCP/IPA v

Block layer

RYDIZTOtR 1

SCS5I subsystem

o LZ\ g 7‘- é: / \— P |'7 I 7 (j: General SCS| driver iSCSI driver
NICFI+ “ S

o J7AIVUV AT LR | i

O ~ ~ System Bus
2V r—oavhnld, ¢1 T
E L \ [i ﬁj\ b\ ’5 7Ld: L \ SCSI Host Bus Adapter Ethemet Adapter
SCSl cable Network cable
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iISCSIZA—4 k547N
o WMEIT/IN—F)IT

e NIC
o TARIKZA4T
o NLIH

o 1= T—AMNGLISCSINTYREZITES
o N YEMBSSCSIaATURZERYH T
o AV IZEEITTH

e TARUVNDAH A
o OV UKRDHFEERZISCSI/N T YMZAND
o (=T —RITINTYRNERIET S
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ISCS| messages



ISCSI Protocol Data Unit (PDU)

o (=T —F - 3—/FYNEDT—RT+—
E&hx
e Control messages
e SCSI commands
e Parameters
e Data
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PDU format

e Basic Header

sre o Basic Header 48/\1 ~
o H(Z48/\1
. Additional Header
e Additional Header (FFa)
e Header dlgest Header digest 4751
(AFav)
e CRC32 Data Segment
e Data Segment AT>32) :
_ Data Digest 4\ 1~
e Data Digest (AF2av)
e CRC32
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Initiator to target messages

00 | NOP-out Ping or answer to NOP-in

01 | SCSI command Send SCSI CDB

02 | Task Mgmt request | Abort Tasks, reset target or LU

03 | Login request Create a connection

04 | Text request Used for Extensible commands
05 | SCSI DataOut Contain Data for SCSI Write
06 |Logout request End a connection/session

10 | SNACK request Request retransmission
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Target to Iinitiator messages

20 | NOP-In Ping or response to a NOP-Out

21 | SCSI response Send SCSI command status and sense

22 | Task Mgmt response

23 | Login response

24 | Text Response

25 | SCSI Dataln Contain data for SCSI READ

26 | Logout response

31 | Ready To Transfer target is ready to receive write data

32 | Asynchronous Msg Sends event notifications

3F | Reject Reject initiator messages
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ISCSI PDU#I| - SCSI Read

H Frame 74 (114 bytes on wire, 114 bytes captured)

® Ethernet II, Src: Q0:04:7e:01:cd:04, Dst: 00:04:2e:01:bhd:6e

B Internet Protocol, Src Addr: 192.168.0.128 (192.168.0.128), Dst Addr: 192.168.0.2 (192.168.0.2
B Transmission Control Protocol, Src Port: 3438 (3438), Dst Port: 3260 (32600, Seq: 5773, Ack: 1

T5CSI (SCSI Command)
Opcode: SC5I Command (Ox01)
000 .0 = I Queded delivery

B Flags: Oxcl
TotalaHSLength: OxO0
Datasegmentlength: Ox0Q000000
LUN: QO00Q00000000000
InitiatorTaskTag: Ox18000000
ExpectedDataTransferLength: Ox00001000
CmdsN: 0x00000018

EXpSTatSN: 000000015 48/X4 hDISCSI PDUAS, TCPOT—HELT
Response in: 75 ’é‘gﬁ;h,'t[,\é
B2 5C5T CDE

[LUM: Ox0000]

Opcode: Readdl10) (Ox28)

DPO = 0, FUA = 0, Reladdr = 0

Logical Block address (LBA): 4158

Transfer Length: 8

vendor Unigue = 0, NACA = 0, Link = 0
4| i
0000 00 04 2Ze 01 bd 62 00 04 2e 01 od 04 08 OO 45 00 ;
0010 00 64 44 7€ 40 00 40 06 74 42 <0 a8 00 BOD cO as
0020 00 02 Od 6e Oc bc 01 6e ac bb 07 76 c6 b3 B0 18
0030 o8
0040 00 00 00 00 00 00 0O
0050
0060
0070

SCSI CDB (Command Descriptor Block)
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ISCSI operations



a4

o AR AVEIERLT S

o MDY avThHNIEEYIavBES
o = EX[&

e Security Negotiation

=5
® nt\A

e Operational Negotiation
o /I\TA—A

e Full Feature Phase
e SCSIOATURMEITTEDS
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Authentication

e No authentication

e CHAP
e TargetIZ& HInitiatorM &85
e InitiatorlZ kA TargetM X

e RADIUSHEFEAFEY
e Kerberos

e SPKM (Simple Public-key Mechanism)
e SRP (Secure Remote Password)

SACSIS2006- FUJITA Tomonori 32 NTT Cyber Solutions Laboratories



INGA—=ZXTL T—3 14
Login request

Kewv/value Pairs

Kevwalue: InitiatorName=ign.1987-05.com.cisco:01.4438acal9387
Kevwalue: Initiatoralias=Tilac
Keywalue: TargetMame=ign.2001-04.com.example:storage.disk?. amiens.sysl. xyz
Kevvalue: SessionType=Normal )
Keywvalue: HeaderDigest=None,CRC32C Logln response
Kevwalue: DataDigest=None
Keydvalue: DefaultTime2wait=0 -
KeiVaWue: DefaultTime2Retain=0 Key/value Fa1r5
Keyvalue: IFMarker=No Kevvalue: TargetPgrtaTGroupTag:l
Keyvalue: OFMarker=No Keywvalue: HeaderDigest=None
Keyvalue: ErrorRecoverylLevel=0 Keyvalue: DataDigest=None
Keywalue: TnitialRZT=No KeywWalue: DefaultTime2wait=2
Key\_fa} ue: ImmediateData=yes Key\faT Ue: DefaultTimeZ?Retain=0
Keyvwalue: MaxBurstlLength=16776192 Keyvalue: IFMarker=No
Keyvalue: FirstBurstlength=262144 KeyWalue: OFMarker=No
Keywvalue: MaxoutstandingRZT=1 Keyivalue: ErrorRecoverylevel=0
Keywalue: MaxConnections=1 Keydalue: InitialR2T=ves
Kevwalue: DataPDUInOrder=ves Keywalue: ImmediateData=ves
Keywvalue: DataSeguenceInOrders=yes Keyvalue: MaxBurstlength=262144
Keyﬁa?ue: MaxRecvDataSegmentLength=131072 Keyvalue: FirstBurstlength=65536
Padding: 00 Kewwvalue: MaxoutstandingrZT=1
Keywalue: MaxConnections=1
Keywalue: DataPOUInOrder=yes
Keyvivalue: DataSequencelntrder=yes
Kevvalue: MaxRecvDataSegmentLength=16384
Padding: 0O
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INDFA—A

e List / value
o List® - FIRA[gELREZ Y AL TIRT BEAIE
— D7 EIRT D)
o Value®! - FEDEZIETE
e Negotiation / Declare
e Negotiation®! - 1 =L T —REA—S YDA H
acceptTEHEIZERESIND
o Z{J%)(Zf\ INSWAHDERE UNTA=BIZL>TREREIZE
o (ZVI—REFZ—TYMNIDDEZHE
o Declare®! - —AMIICEELTRE
o [ ZVIT—HRERZ—TIYNDRDEZFD/INTA—24H D
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SCSI Command Message

e Initiator Task Tag OP code & R/W flags | 4 bytes
[ :O):-?_:/Fégjﬂlﬁ%”-d—éf: AHS Iength 4 bytes
HDAL=—V73ME Data Segment Length
e Expected Data Transfer LUN 8 bytes
Length \ Initiator Task Tag 4 bytes
° “OBQVJI\—G%E?%)T_ Expected Data 4 bytes
FELEND RS Transfer Length
e Command sequence Command SN 4 bytes
Number Expected Status SN 4 bytes
o OVUFDEXIEFZSTS
- SCSI CDB 16 bytes
F=®IZfES d
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SCSI Dataln Message

e Initiator Task Tag OF code & flags 2 byies
e Read commande—%4 AHS & Data Segment Len | 4 bytes

e Data Segment Len LUN 3 bytes
e Target Transfer Tag Initiator Task Tag 4 bytes
e Error recoverylZ{EF Target Transfer Tag 4 bytes

e Max Command SN Status SN 4 bytes
e Flow control Expected Command SN 4 bytes

e Data Sequence Number Max Command SN 4 bytes
o OMEEYDataln Data ST 4 bytes
messege’fEI:i% 59 Buffer offset 4 bytes

e Buffer Offset Residual Count 4 bytes

o T—HADATtYL
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ReadlZE{RT H/\TA—4

o I ZI—AMEELT-
MaxRecvDataSegmentLength(MRDSL)
o IV I—AMNRITEAPDUD TR KD T—4
T AR
e EEHM/INTA—~A
e /=T —ARMMRDSLIEER—% Y DMRDSLE
[ YAS
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SCSI Read sequence

Initiator Target

ISCSI Command - SCSI Read
AKBMDReadZE K >
ITT=0x1 LUN=0 LBA=0 Length=0x1000

. ISCSI Dataln
2KB — I
(<—0§/ITQ_DS$Ll) ITT=0x1 DataSN=0 Length=0x800 offset=0

— ISCSI Dataln
2KBDT—
DT—F | T7=0x1 DataSN=1 Length=0x800 offset=0xB00

ISCSI command response
ITT=0x1 SCSI status 0x00 (good)

Initiator®MRDSL = 2048  4KOREADZ2{E M Dataln T=(TH 5
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SCSI Write
Unsolicited/Solicited

Initiator Target
e Unsolicited iSCSI Command SCSI Write
>
e InitiatorldTargetd &F SCSI Data Out
A% 52119 [ZTWrite
datazix{89 %
e Solicited Initiator Target
° Initiatorld:Targetd)EfF ISCSI Command SCSI Write}
A] (R2T command) % SCSl R2T
B T. Write Dataz % )
1;3— é iISCSI DataOut R
SACSIS2006- FUJITA Tomonori 39
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SCSI Write- Immediate data

e Unsolicited®)—#&

Initiator Target
e ISCSI Command iISCSI Command SCSI Write
SCSI Write&—#&127— data
REEET B g

(DataSegment&L T)
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SCSI R2T Message

¢ |nltla'FOl’ Task Tag OP code & flags 4 bytes
o Write command&— 3K AHS & Data Segment Len | 4 bytes

e Target Transfer Tag LUN 8 bytes
° CODRZI messagez i 7l Initiator Task Tag 4 bytes
951=——07i{E Target Transfer Tag 4 bytes

e R2T sequence number Status SN 4 bytes
o BILCITTZHDR2T i Expected Command SN | 4 bytes
message D I [F% fR7& Max Command SN 4 bytes

e Buffer Offset R2TSN 4 bytes
o EXRT—ADATtYE Buffer offset 4 bytes

e Desired Length Desired Data Xfer Length | 4 bytes

o ERIHTHK
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SCSI DataOut Message

¢ |nltla'FOl’ Task Tag OP code & flags 4 bytes
e Write command&—2K AHS & Data Segment Len | 4 bytes

e Target Transfer Tag LUN 8 bytes
o OXffffffff (for Unsolicited) Initiator Task Tag 4 bytes

o R2T&—EK (for solicited) Target Transfer Tag 4 bytes

e DataSN Reserved 4 bytes
o 1 DD —H 2 ANTOHNS Expected Stat SN 4 bytes

1R FE Y DataOut messege Reserved 4 bytes
BITHEPT Data SN 4 bytes

e Buffer Offset Buffer offset 4 bytes
o CDAYE—IUIEST— Reserved 4 bytes

ROATtvhk
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Write|ZB8% 3 %/35A—4(1)

o 3—YrDEELT-
MaxRecvDataSegmentLength
o 3—YEDZITIAPDUNR KT —H2ET AR
e FirstBurstLength
e UnsolicitedZZWrite Mgz K&
e MaxBurstLength
e RZTTERTEHWriteDm K&K
e InitialR2T
e UnsolicitedZEWriteZ{£ x5 H
e Yes -> UnsolicitedZiWriteZ{# % 750\
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Write[ZEA{R I 5/ N T A—%3(2)

e MaxOutstandingR2T
o RAMIBOR2TATURFDERKRE
e ImmediateData

e Immediate dataZ{Ez AH
e Yes -> Immediate dataF{§ 3 5
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SCSI Write sequence

8KBOWriteZR Initiator iSCSI Command — SCSI Write Target
Immediatel&NoZZ DT ITT=0x1 Length=0x2000 >
F—BE 4 AL it _
1KBMDataOut | et &&H1KB
<= FirstBustLen ITT=0x1 TTT=0xffffffff DataSN=0 Length=0x400 offset=0
= Fi u .
< iSCSI R2T
ITT=0x1 TTT=0xla Length=0x1000 offset=0x400
2KBY D3 %<= MRDSL ISCSI DataOut &5t2KB

ITT=0x1 TTT=0x1a DataSN=0 Length=0x800 offset=0x400 |

ISCSI DataOut _

— — — - - » &5T5KB
ITT=0x1 TTT=0x1la DataSN=1 Length=0x800 offset=0xC00 R

< ISCSI R2T
ITT=0x1 TTT=0xb0 Length=0xc00 offset=0x1400

ISCSI| DataOut

Targetd®MRDSL = 2048 ITT=0x1 TTT=0xb0 DataSN=0 Length=0x800 offset= ox1400| EFHTKE
FirstBurstLength = 1024 iSCS| DataOut )
MaxBusrtLength = 4096 ITT=0x0 TTT=0xb0 DataSN=1 Length=0x400 offset=0x1C00| & &t8KB
ImmediateData = No

InitialR2T = No < iISCSI command response

MaxOutstandingR2T = 1 ITT=0x1 SCSI status 0x00 (good)
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Try 1ISCSI



B—TYMMZILBAZIT—3D
7 1 Xl {H

o F—/FyrAN—X
o A—HYNEIZTHEARTE Initiator
BA=L I —H%IPETH| =
BE Initiator
o — DMISCSIY—/\DHIZ
BHDI—TyrEEE
o LUNKN—X
o OTAH)LA=YNEIZTS Initiator
TATESHM=OI—F3%
|PZE THllfR
e LUN masking&EFEIX N5 Initiator

Target

YV NV

Target

Target
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A= IT—3F554/\D
HiR—MRKR

e Linux
o ZEIN—RILIZEENTLVS
e Windows
e Microsofth &

SACSIS2006- FUJITA Tomonori 48 NTT Cyber Solutions Laboratories



Linuxf = IT—2FK547\

e sfnet (linux-iscsi 4.x)
o ZLDBERAAL—UBRYR—F
o 2.6.10h—RILFETEYHR—
e RHELEDTAAMJEA—3vIZEENTULS
e open-iscsi (linux-iscsi 5.x)
o BEI—FRILIZEYIAFENTLVNS(2.6.15M5)
o MMERLLLIT HETERHEMNEIZEL
o RTDA—RILTLAAV/INAILTERLZ L
® COre-iscsi
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http://linux-iscsi.sourceforge.net/
http://www.open-iscsi.org/
http://linux-iscsi.org/index.php/Main_Page

R—T YRS A7\D)
HR—NIK

e LiNnux
o EZEEN—RI)LDOYR—FIMITTRHRES
e Windows

¢ Windows Storage Server 2003[Z&FEN5F
E (WinTargetEFE XN TNV =ftt E FEx B
4)

SACSIS2006- FUJITA Tomonori 50 NTT Cyber Solutions Laboratories



Linux2—4 vy S54 7\

e ISCSI Enterprise Target Software (1ET)

o IxLIL{ENMNTLVSLinuX,

LA

iSCSIZ—4wk

o J7AILXNTOVITNAR(LVMEZSE) %

A= T —FTH—EXTES

o BEDA—FRIVICEFENDRELIIELS
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NTT Cyber Solutions Laboratories


http://iscsitarget.sourceforge.net/

More Performance?



TCP/IP Is bottleneck

e 10GbETIX[Ei=E BEONICOETIL

o JOIJLALIE (EY5A 3
0—'7'~ ) SCSI Subsystem %
o AE!)OE— %
o . Generic iSCSI driver o
o OSHERED /N—Fx k <
Socket API =
7“:’ TCP/IP stack %
e TCP/IPRZv%
° |SCS| MEE Network Adapter %
E
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TCP Offload Engine

e TCP/IPXAvy/%NIC £
LDN—FDz7iE z
e Socket APIZ R SCSlSubsystem | o =
o JEEMNICHISCSIK Generic ISCSI driver § 2
FANNIZFIZFDEE
EZBD Socket API %
o AEOE—ILHFHAE TCP/IP stack E
TOE
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ISCSI| Host Bus Adapter (HBA)

e TCP/IPR%Zv%&iSCSIT

Oka)LAns

H ;

HEBEZNIC

FDN—FDOx7IE
o NUAMBMDAARA—TD

A REH A

o ZEHBABIZRSA/I\HQHE
o BEENICAISCSIFSA/\¢&
BT DN EEE

SACSIS2006- FUJITA Tomonori
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E
4
(Fy
SCSI Subsystem v £
5 B
iSCSI HBA dri E 8
| ver Lﬁ Q_.-
. W
Vendor iSCSI API o
3
Socket API o
T
TCP/IP stack
iSCSI HBA
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ISCSI| Extensions for RDMA
(ISER)

¢ iSCSINRDMAZFIAL TT—ARERET S
=D YLk

e RDMA capable interface
e InfiniBand (1B)

e RDMA NIC (RNIC)

e Internet Wide Area RDMA Protocol (IWARP)
e RDMA Protocol InterfaceZig{it

e Ethernet CRDMAZ3E1IH
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