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® N, : intensity of the neutron flux.
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& CS : the area of the cross section of the node.
® Q.. +i.q : Critical charge necessary for a bit flip.

¢ Q. : the charge collection efficiency.
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Bit
Read
SER = Total of SDC + DUE Yes no
Bit has benign fault
error no error
protection
yes
: Error Error can be Does bit
|(se o; ly : ::;;Tf . corrected matter?
no recovery (e.g. ECC) Y€és no
Silent Data|| benign fault
Detected, but no error Corruption no error
unrecoverable error SDC
(DUE) ( )

S. S. Mukherjee et al., "A Systematic Methodology o Compute the Architectural Vulnerability Factors of
a High-Performance Microprocessor,” Int'l Symp. On Microarchitecture, 2003.
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* ACE (Architecturally Correct Execution) bitM3E & &51E
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S. S. Mukherjee et al., "A Systematic Methodology o Compute the Architectural Vulnerability Factors of
a High-Performance Microprocessor,” Int'l Symp. On Microarchitecture, 2003.
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« MITF: Mean Instructions To Failure

_ # instructions committed
MITF - errors encountered

A S DL EeE ML
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- _IPC X Total time X frequency
errors encountered IPC
MITF oc —
= IPC X MTTF X frequency AVF
IPC X frequency AVF: Architectural Vulnerability Factor

(-Cir'cuit Soft Error Rate) X AVF  Circuit Soft Error Rate:determined by alpha
or neutron flux, circuit parameters, etc.

- IPC frequency
AVF “Circuit Soft Error Rate

Christopher Weaver, Joel Emer, Shubhendu S. Mukherjee, Steven K. Reinhardt, "Techniques
to Reduce the Soft Error Rate of a High-Performance Microprocessor,” ISCA2004.
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Second level cache (L2) or memory

S. Kim and A. Somani, "Area Efficient Architectures for Information Integrity in Cache Memories,” ISCA'99
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Compare | Cycle-by- |Instruction
Replicate, Execute Cycle Commit
Spacial Processor |Himaraya
Redundancy Core
(Har'dwar'e) DGTGPGTh DIVA, DIE
Temporal Thread SRTR,
Redundancy AR-SMT
(Program) Instruction IRT
Himaraya: HP SRTR: T. N. Vijaykumar, ISCA'02

DIVA: T. M. Austin, MICRO'99 AR-SMT: E. Rotenberg, ISFTC'99
DIE: J. Roy, MICRO'01 IRI: T. Sato, IEICE'O3
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T. M. Austin, "DIVA: A Reliable Substrate for Deep Submicron Microarchitecture Design,”
International Symposium on Microarchitecture, pp.196-207, Dec. 1999.



SRTR

Simultaneously and Redundantly Threaded processors with Recovery
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T. N. Vijaykumar, I. Pomeranz, and K. Cheng, "Transient-Fault Recovery Using Simultaneous
Multithreading,” International Symposium on Computer Architecture, pp.87-98, May 2002.
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T. Sato, "A Transparent Transient Faults Tolerance Mechanism for Superscalar Processors,” TIEICE Transaction on
Information and Systems, vol. E86-D, no. 12, Dec. 2003.
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- Partial Duplication(PD)[Gomma05]

- Confident Prediction(CP)[Wang05]
- PD+CP [Reddy06]

s MEERTOFHZFIATS !
- Narrow-Bit-Width [Sato04]
- Self-Checking Instruction [Kumar06]

* M. A. Gomma and T. N. Vijaykumar, "Opportunistic Transient-Fault Detection,” ISCA'05.

*N. J. Wang and S. J. Patel, "ReStore: Symptom based Soft Error Detection in Microprocessors,” DSN'05.

+ K. Sundaramoorthy, Z. Purser, and E. Rotenberg, "Slipstream Processors: Improving Both Performance and Fault Tolerance,” ASPLOS'00.

+ V. K. Reddy, S. Parhasarathy, and E. Rotenberg, "Understanding Prediction-Based Partial Redundant Threading for Low-Overhead, High-
Coverage Fault Tolerance,” ASPLOS'06.

* T. Sato, " Exploiting Sub-word Parallelism for Dependable Processors,” WSEAS Trans. on Information Science and Applications, Vol. 1, No. 6,
pp. 1051-1056, 2004.

+ S. Kumar and A. Aggarwal, "Self-Cheking Instructions - Reducing Instruction Redundancy for Concurrent Error Detection,” PACT06.




POWER6 Microprocessor
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S o a) vanished

Injected Fault,”~ 3°”+ b) recovered

0.64, ol 1l)errors not impac ng
o° application
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E 3 I%Euj—o) ‘j:OZ%*EnEFE_ archiégggggegtate 2203 * 250,

MD = 100% / 0.20% ~2.035,
— 500x 3) sDC
Overall Derating: AD = 0.20% / 0.03%
500x * 6.7x ~= 3400x =6.7x

Jeffrey Kellington et. al., "IBM POWERG6 Processor Soft Error Tolerance Analysis Using Proton Irradiation " TEEE
Workshop on Silicon Errors In Logic (SELSE3), Apr. 2007. (http://www.selse.org/selse07.program.linked.htm)



SPARC64V

Technology 90nm bulk CMOS, 10 Error Detection | Recovery
layer Cu metallization
Chlp size 18.46mm x 15.94mm L1 I$ DG*G, TLB POr'lTy Invalid & Miss
Clock Freq. 2.16GHz BRHIS Parity Branch Miss-
Pred. Recovery
Power Max. 65W L1T$ & Parity + Use correct
CPU core Single Core, 4 inst. L1D$ Tag Duplication data .and
decode 000, ~240K rewrite
Latches L1D$ Data, SECDED hardware ECC
Caches L1$: 128KB+128KB, | | -2% DatadTag
L2$:4MB Registers Parity Instruction
Retfry
Defeating Factor for Latch Errors leg Shifter, Parity Prediction
Freg. Mult/Div Residlue check +
Vanished Error 93.6% Parity Prediction
Noticed Error | Recovered | 4.9%
Fatal Error | 1.5%

Jeffrey Kellington et. al., "IBM POWERG6 Processor Soft Error Tolerance Analysis Using Proton Irradiation " TEEE
Workshop on Silicon Errors In Logic (SELSE3), Apr. 2007. (http://www.selse.org/selse07.program.linked.htm)
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: I : »| Flip-Flop : L2
I 1 Error L I
|
I : I I
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1 D
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Dan Ernst et. al., "Razor: A Low-Power Pipeline Based on Circuit-Level Timing Speculation,” Proc. of the 36th
International Symposium on Microarchitecture, 2003.
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(MAC: Message Authentication Code)
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Execute Flag

Inst. Block—A MAC-A On Cache F
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David Wagner and Drew Dean, "Intrusion Detection via Static Analysis," IEEE Symp on Security and Privacy (S&P), 2001
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K. Inoue, " Energy-Security Tradeoff in a Secure Cache Architecture Against Buffer Overflow Attacks,'' ACM
Computer Architecture News, vol33, no.1, pp.81-89, Mar. 2005.
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Process-Tolerant Cache
Architecture
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A. Agarwal et. al., "A Process-Tolerant Cache Architecture for Improved Yield in Nanoscale Technologies,” TEEE Tran.
on VLST, 2005.
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X. Liang and D. Brooks, "Mitigating the Impact of Process Variations on Processor Register Files
and Execution Units," MICRO'06.
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J. Torrellas, "Novel Architectural Techniques to Mitigate Processor Errors due to Design Defects and Parameter
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