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OpenFlow.org (IB OpenFlow Switch Consortium)

| OpenFlowDiEERFE(E D
EEIDHIRIE. Stanford A9 Prof. Nick McKeownZJb—7

-ﬁ__ww___‘__ ~ http://www.openflowswitch.org/
@ F7=1%. lopenflow switch 1 CIR§&
OpenFlow

m

Innovate in Your Network Learn More Develop
OpenFlow enables networks to evolve, by giving a remote controller the power to -
modify the behavior of network devices, through a well-defined "forwarding ‘
instruction set”. The growing OpenFlow ecosystem now includes routers, switches, l

| —
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virtual switches, and access points from a range of vendors.

Pa rt|c1pate
The O ] ! n (ONF) is now the home of the OpenFlow specification. We invite you to join the ONF and be part of
the excmng standardlzatlon and commercnal development and deployment of OpenFlow.

Open F|OW NeWS EJ Subscribe to RSS Feed Quick Navigation

» OpenFlow

Internet2 building nation-wide OpenFlow Network Specs
May 11th. 2011 » Bug Tracking

o o v —_—— » Wiki
' » Legal
» Log in

Internet2, Indiana University and the Clean Slate Program at
Stanford University have partnered to create a new nation-wide
OpenFlow/SDN network as part of Network Development and
Deployment Initiative. It would be the first OpenFlow/SDN network
of this scale in wide area that would be available for both research

INTERNET

OpenFlow White Paper
EZB- Download the OpenFlow

\

r . Whitepaper (PDF) -
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Open Networking Foundation

| Software-Defined Networking {2 7=sH DA 1
! OpenFlow 7OPINDRELE RO

Welcome to the Open Networking Foundation!

The Open Networking Foundation is a nonprofit organization dedicated to
promoting a new approach to networking called Software-Defined Networking
(SDN). SDN allows owners and operators of networks to control and manage their
networks to best serve their needs. ONF’s first priority is to develop and use the
OpenFlow protocol. Through simplified hardware and network management,
OpenFlow seeks to increase network functionality while lowering the cost
associated with operating networks.

Open Networking Foundation Announces Nine New
Members and Major Presence at Interop 2011

The Open Networking Foundation is pleased to announce that nine new members

have ionined since ONF's March 22 launch. and that Tnteron 2011 will feature an ONF
m
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OpenFlow Switch Specificat

| OpenFlow Switch&Controller®
fEdDProtocolZ#7E

Eixn'))—AlE Ver 1.1.0

http:/ /www.openflow.org/documents
/openflow-spec-v1.1.0.pdf

| BRI Ver.1.2008&5Erh

lon

OpenFlow Switch Specification Version 1.1.0 Implemented

1 Introduction

This document deseribes the requirements of an OpenFlow Switch. We recommend that you read the latest
version of the OpenFlow whitepaper before reading this specification. The whitepaper is available on the
OpenFlow Consortium website (http://opentlow.org). This specification covers the components and the
basic functions of the switch, and the OpenFlow protocol to manage an OpenFlow switch from a remote
controller.

Controller

1
Opean!w Protocol

+
Y T
I
Secure | | Group
Channel | | | Table
I
Flow Flow
Table [>~"" | Table
Pipeline
OpenFlow Switch

Figure 1: An OpenFlow switch communicates with a controller over a secure connection using the OpenFlow
protocol.

2 Switch Components

An OpenFlow Switch consists of one or more flow tebles and a group table, which perform packet lookups
and forwarding, and an OpenFlow channel to an external controller (Figure [I. The controller manages
the switch via the OpenFlow protocol. Using this protocol, the controller can add, update, and delete flow
entries, both reactively (in response to packets) and proactively.

Each flow table in the switch contains a set of flow entries; each flow entry consists of match fields,
counters, and a set of mstructions to npply to matching pnckcts (see .

Matching starts at the first flow table and may continue to additional flow tables (see Flow
entries match packets in priority order, with the first matching entry in each table being used (see | d.4)). If a
matching entry is found, the instructions associated with the specific flow entry are executed. If no match
is found in a flow table, the outcome depends on switch configuration: the packet may be forwarded to the
controller over the OpenFlow channel, dropped, or may continue to the next flow table (see [IL1.1).

Instructions associated with each flow entry describe packet forwarding, packet meodification, group
table processing, and pipeline processing (see Pipeline processing instructions allow packets to be
sent to subsequent tables for further processing and allow information, in the form of metadata, to be
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OpenFlow Protocol
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OpenFlow Protcol TR\ Xyt —S %147

enum ofp_type { /% Statistics messages. */
/% Immutable messages. %/ OFPT_STATS_REQUEST, /* Controller/switch %/
OFPT_HELLO, /% Symmetric %/ OFPT_STATS_REPLY,  /* Controller/switch x/
OFPT_ERROR, /% Symmetric %/ /% Barrier messages. %/
OFPT_ECHO_REQUEST, /* Symmetric x/ OFPT_BARRIER_REQUEST, /* Controller/switch x/
OFPT_ECHO_REPLY, /% Symmetric %/ OFPT_BARRIER_REPLY, /x Controller/switch x/
OFPT_EXPERIMENTER, /* Symmetric %/ /% Queue Configuration messages. %/
/% Switch configuration messages. %/ OFPT_QUEUE_GET_CONFIG_REQUEST, /% Controller/switch %/
OFPT_FEATURES_REQUEST, /% Controller/switch %/ OFPT_QUEUE_GET_CONFIG_REPLY, /* Controller/switch %/
OFPT_FEATURES_REPLY, /% Controller/switch %/ }:

OFPT_GET_CONFIG_REQUEST, /* Controller/switch %/
OFPT_GET_CONFIG_REPLY, /% Controller/switch %/
OFPT_SET_CONFIG, /% Controller/switch %/
OFPT_PACKET.IN, /% Async x/
OFPT_FLOW_REMOVED, /% Async %/
OFPT_PORT_STATUS, /% Async %/

/* Controller command messages. %/
OFPT_PACKET_OUT, /% Controller/switch %/

OFPT_FLOW_MOD, /% Controller/switch x/
OFPT_GROUP_MOD, /% Controller/switch x/
OFPT_PORT_MOD, /% Controller/switch x/

OFPT_TABLE_MOD, /% Controller/switch %/

““"lllru,.,,_
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70—-71)V2EH

(OpenFlow Switch Specification version 1.1.0 implementedd:*)51H )

struct ofp_match {

uint16_t type:
uint16_t length:;
uint32_t in_port;
uint32_t wildcards:

uint8_t di_src [OFP_ETH_ALEN] ;
uint8_t dl_src_mask [OFP_ETH_ALEN] ;
uint8_t di_dst [OFP_ETH_ALEN] ;
uint8_t dl_dst_mask [OFP_ETH_ALEN] ;

uint16_t dl_vlan;
uint8_t di_vlan_pcp:
uint8_t pad1 [1]:
uint16_t dl_type:
uint8_t nw_tos:;
uint8_t nw_proto:;
uint32_t nw_src;
uint32_t nw_src_mask:
uint32_t nw_dst;
uint32_t nw_dst_mask:;
uint16_t tp_src;
uint16_t tp_dst;
uint32_t mpls_label;
uint8_t mpls_tc:
uint8_t pad2 [3]:
uint64_t metadata;

uint64_t metadata_mask;

/% One of OFPMT_% %/

/% Length of ofp_match %/

/% Input switch port. %/

/% Wildcard fields. %/

/% Ethernet source address. X/

/% Ethernet source address mask. %/
/% Ethernet destination address. X/
/% Ethernet destination address mask. %/
/% Input VLAN id. X/

/% Input VLAN priority. %/

/% Align to 32-bits X/

/% Ethernet frame type. %/

/% IP ToS (actually DSCP field, 6 bits). */

/% IP protocol or lower 8 bits of¥ ARP opcode. %/
/% IP source address. %/

/% IP source address mask. %/

/% IP destination address. %/

/% IP destination address mask. %/

/% TCP/UDP/SCTP source port. x/

/% TCP/UDP/SCTP destination port. %/

/% MPLS label. %/

/% MPLS TC. x/

/% Align to 64-bits X/

/% Metadata passed between tables. x/

/% Mask for metadata. %/

““"lllru,.,,_
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Z0—fRetiE

T&eld. CounterBE&EYr A (bit) 2R Receive Errors 64

Transmit Errors 64
Per Table Receive Frame Alignment Errors 64
Reference count (active entries) 32 Receive Overrun Errors 64
Packet Lookups 64 Receive CRC Errors 64
Packet Matches 64 Collisions 64
Per Flow Per Queue
Received Packets 64 Transmit Packets 64
Received Bytes 64 Transmit Bytes 64
Duration (seconds) 32 Transmit Overrun Errors64
Duration (nanoseconds) 32
Per Group
Per Port Reference Count (flow entries) 32
Received Packets 64 Packet Count 64
Transmitted Packets 64 Byte Count 64
Received Bytes 64
Transmitted Bytes 64 Per Bucket
Receive Drops 64 Packet Count 64
Transmit Drops 64 Byte Count 64
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OpenFlow Switch

! 1DBIE® flow table & 1D group table
o NryMDIRR. B5X. HitEtICHIFH

! Secure channel
® OpenFlow Controller&Mi&{E

I

Secure Group

Channel Table
Flow s Flow
Table Table
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rema

@) Trema: An Open Source modular framework for developing OpenFlow controllers in Ruby/C - Mozilla Firefox =) W

| NECH'FRZEBAREL 7=,
OpenFlow Controller*/7h
DITT7YNTA—=LBEA—=T
°)—=ARELT, githublc2Fd
http:/ /trema.github.com/trema/

779N 73—LTHY), $Z&H
WLeEIE EMIED2—-ELT.
FIAE(FAFEE D ERT S
o H7NVaA—RIIHHEI S

! Ruby&CTLEBIEYa—IVEED
W TED

| 1t X3, GPL ver.2

=

@c‘* '/é‘ http://trema.github.com/trema -

Trema

An Open Source modular framework for developing OpenFlow controllers in
Ruby/C

Download & Install

You can download this project in either zip or tar formats

You can also clone the project with Git by running
b git clone git://github.com/t rema/t rema
Just run build.rb and straight away you have a working Trema installation

$ ./build.rb

Get Started

To start using Trema, cbench is a good entry point. cbench is a program for testing OpenFlow
controllers by generating packet-in events for new flows. To estimate the performance of Trema
sample controller using cbench, run the following command:

¥ ./build.rb cbench

More samples including openflow-event dumper, learning-switch controller and routing-switch
controller etc. are found in [tremal/src/examples. Read guick-start guide for details.

Contact

trema-dev at Google Groups

get the source code on GitHub : tremaftrema
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______________________________ PEC: Programmable Edge Cluster

® HZA-JGN2plus/JGN-X

E_.;“ [ N :“‘ .
GGW: GENI Gateway

EU: FP7-OFELIA Project USA: NSF GENI Project

“!W

Page 29 © NEC Corporation 2011 Empowered by Innovation N E‘

e



e

““I

i

JGN2plus £ THBRMK L X R EE R %

| NECENICTOHFE TJGN2PIus LIcOpenFlow:E{E %% (20105E3A )
| RIS (R EDKRIIRERERIEL . ZoIFHFEDV - FB7OBEF v T
- 3recq Mo Ay)

A
: P
'72) 27
CYPHACK
(] l °
] . ,JZI{FQ
E

In -'JLD’I' TOox

— et
JGNZ2 = i HTB(LBEFLERR)
r”plus *HOTnet(LEE @S BER)
¥
«TIB(KHEKZ)
*KOREN(#R%H
2N T—2)

-

oA E| [am
cH
° .

NTTXH

on=

-MBS(E B M%)
*ABC(MI HKZ)
+CKP

age 30 © NEC Corporation 2011

Empowered by Innovation N E‘



| BLoIC

| OpenFlow##tH&

! OpenFlowd i
| OpenFlowdFIA 7 E

I OpenFlowlc k3% yh7—2{R#{L
! OpenFlow704v 5271
| BbUIC

P

HHI

ll

f

owered by Innovation N E‘



RE{LElS
| #hZ{b(abstraction)

® IZab—4, 2ab—4
o ARNL—=FT1 I AT L(7AtR,. 7714, )T Ih)
e JavaLiEDiRtEe v

| SE{t(multiplexing)
® VMwareZLEN{RIE (VM)
O N—=RFLARAIBEDIN—T 123

| &#4b(aggregation)
e J)yk
® RAD. f®REAR)1—L2Z—+(LVM)

o

= age 32 © NEC Corporation 2011 Empowered by Innovation

Tl
(s



2YMNI—7{R¥{ElT

| 1L (abstraction)
® Virtual Private Network (VPN)
o RYMNI—OTRLAZEME (NAT)

| 8E{t (multiplexing)
® VLAN(Virtual LAN)
o H—Z2/YFDRBBE(L

| &£#34E (aggregation)
o BHAIYFDOHEERMIL
® FrRIVKR I T1Y

o

l

!
1Y)
(o]
@D
w
w

Empowered by Innovation



OpenFlowlc k%Y 7—27{R281{L

OpenFlowarba—>
-3 o] T

______________________________________ MEXINI—7 |

L4 L4 IP MAC MAC — " TS 2
2% | m% | 2w VLAN| am | 5% I 70—=ALYF9 I
R—| —h 38 PELA FRLZ | PELR |

E%}E

E—:gage 34 © NEC Corporation 2011 Empowered by Innovation NE‘



OpenFlowlc k%Y MNI—7{RZE{LDRE

| 8K &Y—/s—DEEVF1ER
o BWFKAEL. Y-/ HE<
o PRLR/47 2vho{RA{L

| 2yMI—=9))—-Z20OFIAER L
o I—LLABEAT—IT Ik

o YyMNI—91))—ADH

3]

® SRAME) ) —ADIKIE

I Y—IN—=EXYMNT—7N—IFEIR
o {RMALYF(vSwitch)ERYMNI—=V ALY FDEH
® H—/N\—&RYMI—VN—IBiE R EE R FIH

innovation [N EC



Rk & F—/I—NDEEVFT1+EIR

. BERIYMNI—S_

o "

imARDBE

et et et et s

Y—=(VM)DB &l

%—.—g&ge 36 © NEC Corporation 2011 Empowered by Innovation NE‘



2INI—=9V))—AOFRAZZEEMR L

BRAN LYY= 2
okt

Power-OFF
BN

2YNT =2 A=V T Ih

R—FEYF1

ZhEe9F A

““Illnm..,,'.

‘ “|il

= age 37 © NEC Corporation 2011

s

f

Empowered by Innovation

NEC



Y—N—E&RYMNT—OD—IEETR

TERERLGVT—NERIYNT— I DB FRBHIBELEDICE)DDH B,
— OpenFlowarbA—Zc kDY —INERYNT—2N—IEER

=N b A A
E3K AP AP H—NEH
........................................................... ITENWODIS 57
RYMNI—OER
~_  — P—INEXYNT—OD
v YA s A BEHIA—INFVT
A
AP , AP . AP —
{R¥4L ) - Y—IVEIE BER

i A % (] N |::>=_#47
| — —— - UNT—UBE T hO—5

e

k_::==|?age 38 © NEC Corporation 2011 e NEC



| BLsIC

| OpenFlow##tH&

| OpenFlowd{t#A

| OpenFlowhFIA A%

| OpenFlowlc k32 yb7—2{R31L

I OpenFlow 705 5<2E)71
| BbUIC

““Illnm..,t

f

owered by Innovation N E‘



a7 Ay a—53ig gl

a7 A 1—7MiE Rk, B LRI E%E0penFlow
Switch ICFRL . a7 H BRI ZEEHERPEF I T 2R

KB F— AR S AR
: FEHELBELRE(5E)

SaTARY | <= s =3 OpenFlow
Ya1—9 Controller

KIFEHE xﬁ%%%/
RET—2E5it T — 2k 87 —45it
enFlo Open

itch wi

th 74T 7AT
HE /F—=2/39 R JA—IL J4—IL

TOMIIEELBIELEREZHESE
L. EEDTHEATREEHER

@ AZNBZTa7 DFEICKHU T, BYLER(70—)&#8#IR
@ 7747 73— EL TS, BEShSER(T70- )R

-

il

i
“UH

I3

—Page 40 © NEC Corporation 2011 Empowered by Innovation NE‘



I—Y(Im K )EREEE §5 il i

A—H(RR FRBEEDFERICE DT, EIRRED T FZ A

EOREY—/N

S
o
S

OpenFlow Controller

EE

BRIE R TE
v E

OpenFlow OpenFlow OpenFlow

SwW SW Sw

BraX A~ E]

© NEC Corporation 2011 Empowered by Innovation NE(



OpenFlowN—=AD 7747 24=)v/ A—RINS Y

7747 x—W(FW),/O—KNZ9(LB)FDH#EaEZ0penFlow TR

o H—NZENMLTEHFW/LBOBEE. EHREEREEIAE
| 7 1IE5|E0)DC 0penF|OW’\—7\0)DC |
7 Thelnternet \ C ~ The Internet - >

[T

“TTIT1

FW, LBOBERREHLE

~—

FW*%ﬁ'e”
’ Il.B%‘z‘ﬁE L fa

HHOEREZEMNIICOFS/OFCIC

TAAMMEX &W. FW, LBRISS#HEZE1R
%:%_ﬁ_:ége 42 © NEC Corporation 2011 e NEC



EhY)IC

| #ixvbh7—o%l#E#<TaH3 OpenFlow &.
TORABE. |, RYMI—2R¥E{LE7TOIF572E) T+
OFIABEICOLVTRAMALEL =

rET. HLEEFMAELEZVTTD. J

| OpenFlowFI AR HTOHRARIIIESLEMTTY,
»L7=60penFlowzFIAL 7= RAFICS ML TIEZLY,

| Fwabesk
NEC S ARAFLTZ2YN7A—LIRTh
=REH® tom-sugawara@ap.jp.nec.com

innovation [N EC



Empowered by Innovation

NEC



